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During the past decade, cloud-based 
access control has become one of the 
most important tools in the door security 
professional’s arsenal. It offers a secure, 
cost effective and convenient way to 
manage access to areas and assets. But 
there are still many misconceptions 
about the function of the cloud and how 
it works. 

What Is the Cloud?
“The cloud” is a commonly used term in 
today’s world, but its exact meaning is 
unclear to many people. Despite its 
name, the cloud is not in the sky, 
although it’s often illustrated as a 
“cloud,” which is how it got its name. 

Rather, it is a worldwide network of 
servers on the ground in data centers 
around the world, and these servers are 
securely accessed via the internet. 
Individual users and companies can 
avoid hefty upfront capital expenditure 
associated with on-premises servers 
when maintenance and data is managed 
by cloud providers. 

The cloud allows users to access the 
same files and programs from almost 
any location using any device without 
having to physically store them on their 
computers.

Much to the benefit of users, the cloud 
has eliminated the need for manually 
updating and patching programs. 
Today, when a computer program, such 
as Office 365, needs an update, or your 
child wants to buy a new game via an 
Xbox, it is downloaded from the web 
(i.e., the cloud). Over time, those 
programs are maintained in their most 
current versions through cloud-based 
patches and updates, all in a seamless 
and efficient way.

When you use Netflix or Spotify, you 
are accessing the cloud. Similarly, if you 
are managing customer relations on 
Salesforce or sharing files on Dropbox, 
that, too, is cloud-based. It works the 
same way with cloud email providers 
such as Yahoo, Gmail, or Microsoft 
Outlook. This is why, if you log onto 
your account on different devices 
throughout the day, they are synced—
meaning the information is identical 
from wherever and whenever you access 
it.

The cloud also makes it easier for 
companies, large and small, to operate 
remotely because employees can access 
the same files and applications from any 
location and at any time. In fact, the 
cloud made it possible for businesses 
(and schools) to pivot to online 
platforms and enabled them to continue 
operating during the coronavirus 
pandemic—an event that would have 
halted most businesses and our 
economy a decade ago. 

Cloud Security
Cloud data is remarkably secure. Files stored 
in the cloud are encrypted, which means the 
data is scrambled, making it much more 
difficult to be accessed by unauthorized 
people. Firewalls also filter out any suspicious 
network activity that might expose your 
system, or most importantly, your users to 
hacks.

Cloud services generally back up your data in 
multiple locations. This way, if one server 
fails, users can still access their data from a 
different location without even knowing that 
they are doing so. A common example is the 
photos on your phone. Setting up your phone 
to automatically back itself up to the cloud 
means that your memories can be protected 
in multiple locations. Even when you lose or 
damage your phone, the photos are still 
accessible.

Why the Cloud is Useful with Access Control
Cloud-based access control makes it possible 
to remotely control and manage readers and 
locking devices via an internet-connected 
device – cellular or Wi-Fi. The system allows 
administrators to quickly configure access 
permissions and remotely solve common 
operational challenges such as lockouts and 
temporary access. 

Alerts can be set up to trigger emails or texts 
when specific events take place. For example, 
in a hospital environment, the administrator 
can be alerted in real time on their mobile 
device when someone accesses the 
pharmaceutical storage closet. In addition, 
they can even be informed if a person, who 
does not have access, tries to enter the closet, 
and is denied. 

Using cloud-based access control can give 
end users the ability to instantly monitor and 
control all their most sensitive openings with 
their phone or tablet.

tion. They serve as an advocate for the mentee whenev-
er the opportunity presents itself and are always seeking 
opportunities for increased visibility and deeper under-
standing. In many cases, playing devil’s advocate to help 
the mentee think through important decisions, strategies
or application.

Example: If Alex saw something on a project he was 
working on individually that could be used as a learning
tool, he would do something very di�cult. He would stop, 
call down to me and say “Son, grab your notebook and 
come down here. I have something you have got to see.” 
Some of the most challenging projects I worked on were 
the ones Alex pulled me into. He did not give me the 
answers; rather, he empowered me to think, and 
challenged me to understand and not be intimidated at
the chance of failure.

3. Regularly challenging you to be more. A mentor 
pushes you to hone and learn new skills while igniting a 
passion for your craft. They are willing to take you under 
their wing for the sole purpose of helping you stay 
motivated and discover your own identity and path. 
Mentors look for ways to make you successful; many 
times with the hope that you surpass their greatest 
accomplishments.

Example: Alex never spoke to me as if I was inferior. His 
expectation was clear—work hard, but more importantly
work smart. Enjoy what you do, share your passion with 
others and ask a lot of questions—just not the same one 
twice.

No matter what position, role or title you hold, mentors 
are there. Seek out those special individuals who are
willing to share and invest in your growth. Thank you to 
all the mentors in our industry that take the time to 
uphold the integrity of our profession, share the passion 
for our work and take the time to put someone else’s 
success before your own. During the four years I spent 
with Alex before his passing, I did not realize how much 
of an impact he had, not only on my career but my life as 
a whole. Our relationship was more than a close working 
relationship that later evolved into a rock solid friendship 
built on trust and respect for each other. I am grateful to 
have had Alex Graham as my mentor, guiding me. 

DAN WHITE is the Product Development
Manager for Hager Companies. He can be
reached at dwhite@hagerco.com.
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The Function of the Cloud
The internet is made up of servers, users 
and the infrastructure that connects 
them. Users make requests of servers, and 
servers send responses. Cloud computing 
differs from this model in that cloud 
servers aren’t just responding to requests. 
They can also run programs and store 
data on the users’ behalf. 



This may start o� like a story your 
parents told you as a child, but it 
really happened this way. My first 
day of work in this industry started 
on a Monday, Jan. 22, to be exact. I 
had loaded all of my necessities into 
the back of my car the previous day, 
left the love of my life standing in a 
driveway (we got married a year 
later) and headed south from St. 
Louis to Memphis through a snow-
storm to start working for a company
I knew little about that specialized in 
an industry I knew nothing about.

Although I knew nothing about what
I was going to be doing, I did know I 
was going to make it work. So, I 
headed in early, anticipating the
excitement of filling out human
resource forms, finding out where 
the locker filled with pens and note 
pads was, and hopefully locating a
bathroom along the way. As expect-
ed, a woman named Nancy greeted 
me out front and said, “Follow me, 
we have some paperwork to fill out.” 
I smiled. No sooner than I had sat 
down, a man with a boisterous voice, 
suspenders and a Ventair hat came 
into the room and said, “Grab your 
things, we have work to do. Nancy, 
he can fill this stu� out tonight when 
he gets home.”

Until that point, I only knew this man 
as Alex, that I would be working 
closely with him and that the three 
people who had been given this 
opportunity before me were no 
longer employed there. Needless to 
say, I was apprehensive.

My first day with Alex consisted of, 
what I learned later, was a keying 
meeting, project walk through and 
multiple contractor visits. By the end 
of the day, I was beyond confused 
and tired but remember thinking I 
can learn so much from this man. 
Throughout that first day with Alex, 
without saying it, he made it very 
clear to me that he was willing to 
help me succeed any way he could, 
as long as I followed one simple rule:

Don’t ask the same question twice

So that night, after I filled out my HR 
paperwork, I purchased a package
of composition notebooks—you 
know the type with the black and 
white speckled cover—and made a 
few simple decisions:

• I would ask Alex a lot of questions.
• I would write down his responses.
• I would try my very best to respect 
his simple rule.

I soon realized that Alex was, in most 
situations, impatient. He would
express his frustrations with loud 
outbursts. I grew to love hearing the 
responses he gave contractors who 
wanted to change the hand of a 
frame or modify the lever design of a 
mortise lock after they had already 
been purchased. But when he 
worked with me he was composed, 
and, inadvertently taught me what 
authentic humility and grace looked
like.

When in the midst of the many tasks
and responsibilities those of us who 

have worked in distribution find
ourselves in, it was very common for 
me—greener than a four leaf 
clover—to run across something I 
was not familiar with or need a 
second opinion from a seasoned
veteran. I would first pull out my 
composition notebook and scour
through all the previous questions 
and answers to ensure it was not 
something I had asked Alex before. 
If not, I would gather the needed 
documents, my composition
notebook, swallow any pride that 
was floating around my throat and 
head down to his o�ce.

Mentors are, and Alex was:

1. Committed to the responsibility of 
mentoring. A mentor is an advisor
and coach who provides guidance,
gives feedback and freely shares
their experience and expertise. It
takes trust, respect and a deep 
understanding of the personal
development needs of the mentee
to take on this critical responsibility.

Example: There was never a time 
that Alex said he was too busy; 
never a response given that gave me 
an indication that he was not 
interested in sharing, engaging and
guiding me. He did not look for quick
responses; he gave suggestions, 
shared experiences and then had 
me do the work—most of the time 
with him by my side cheering me on.

2. Always recognizing opportunities 
to mentor. A mentor does not always 
wait for the mentee to ask a ques-

The Four Main Features of Cloud-Based Access 
Control
The benefits that can be realized for end-users from 
cloud-based access control include:

•Minimum Infrastructure: Using the cloud can often be
a great way for businesses to save money. It enables them
to use servers that they no longer need to maintain
themselves, which means a lot fewer IT hours spent
trying to repair and update the server or the operating
system.

•Lower Cost of Entry: Cloud-based systems usually do
not require the up-front investment for infrastructure
costs that on-site wired systems require. Additionally,
users typically only pay for the resources they need. This
may be reflected in either monthly or annual fees based
on criteria such as the number of openings, the number
of wireless hubs, or the number of users in a system. This
is commonly known as Software as a Service or SaaS.

•Less Software Maintenance: Companies will always
have the peace of mind that they have the latest updates
on their system. New features added by the software
provider are instantly available. Any updates are pushed
automatically to the cloud, so there is no need to worry
about maintaining or upgrading your software manually.

•Third-Party Integration: Most cloud-based access
controls integrate or interface with other applications,
such as video or intercom programs. Many of them have
an open application programming interface (API) which
allows programmers to set up collaborative software
interactions.  As an example, this could give the
administrator the ability not only to remotely control
their door openings, but also to see the corresponding
video footage in real-time.

In summary, cloud-based access control is safe, secure, 
and affordable, and provides a wealth of benefits to any 
facility looking to improve its security. To learn more 
about this topic, join us at DHI’s ConNextions program, 
“Cloud-Based or Server Based: The Access Control 
Dilemma,” on Wednesday, October 20, 11:00 a.m. to 
12:00 p.m.
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